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B cootBerctBue ¢ TpeboBanusmu Ilomoxxenus banka Poccum ot 17.04.2019 Ne 684-I1 «O0
YCTQHOBJICHHM OOSI3aTE€IBHBIX ISl HEKPEAUTHBIX (DUHAHCOBBIX OpraHM3aluii TpeOOBaHUH K
00ECTIeYeHNIO 3aIIUTHl WH(GOPMAIMK TPH OCYIIECTBICHHH JESTEILHOCTH B cdepe (PUHAHCOBBIX
PBIHKOB B LIEJISIX NPOTUBOAECHCTBHSI OCYIIECTBICHUIO HE3aKOHHBIX (pMHaHCOBBIX omepaiuii» OO0
«HbroToH Bbpokep» (nanee mo Tekcry - OpraHu3zaiusi) JTOBOJIUT JI0 BAlllEro CBEJECHHS OCHOBHbBIE
pPEKOMEHALMU [0 3alIMTe MH(OpPMALMKU OT BO3AECHCTBHS MPOrpaMMHBIX KOJOB, IPUBOJAIIMX K
HapyUIEHUIO IITAaTHOrO (PYHKUMOHUPOBAHUS CPEACTB BBIYMCIUTEIBHON TEXHUKU (BPEIOHOCHBIN
KOJI), B LIEJISIX IPOTUBOIEHCTBUSI HE3aKOHHBIM (DMHAHCOBBIM ONEPALIUSIM.

PekoMenganuu mo coOmoaeHN0 WH()OPMAIMOHHONW 0€30MacHOCTH (COBOKYITHOCTH Mep,
MPUMEHEHHE KOTOPBIX HAIPaBIEHO HA HEMOCPEACTBEHHOE OO0ecredyeHre 3alluThl MH(OpPMAIIH,
MIPOIIECCOB, PECYpCHOTO M OpraHU3allMOHHOTO obOecneueHus,, HeOOXOTUMOTo Ui TPUMEHEHHUS
yKa3aHHbIX Mep 3amuThl (31eck U jnanee tepmusbl U3 'OCT P 57580.1-2017) He rapaHTupyrot
obecrieyeHne KOH(OUICHIMAIBHOCTH, EJIOCTHOCTU M JOCTYIHOCTH MH(POPMAILIUHU, HO TIO3BOJISIOT B
[EJIOM CHH3UTh PUCKM HWH(POPMAIIMOHHON O€30MacHOCTH ¥ MHUHHMH3HPOBATH BO3MOKHBIC
HETaTUBHBIE TIOCIIEACTBUS B CIIy4ae UX pealn3allum.

B memsax cHmXeHHsS pHCKAa peamu3allil WHIMIECHTOB WH(POPMALMOHHOW O€301MacHOCTH
(IT'OCT P 57580.1-2017) — HexenaTenbHBIE WM HEOXHJAHHBIE COOBITHS 3alIUTHl WH(POPMAIINH,
KOTOpbIE MOTYT IPHUBECTH K PHUCKY HapYILIEHUS BBIIOJHEHUS OWU3HEC-TIPOLECCOB (KJIMEHTA),
TEXHOJIOTHYECKUX MPOIIECCOB OPTaHU3AIMH 1 (MITH) HAPYIIUTH KOH(DUICHINATBHOCTH, EIOCTHOCTH
Y IOCTYIHOCTH WH(OPMAIIUU BCIICACTBHE:

¢ HECAaHKIIMOHUPOBAHHOTO JIOCTYTA K Balleld HHPpOpMaIU JTUIaMHU, HEe 00J1aJaroIIuMU

MIPaBOM OCYIIECTBIICHHUS 3HAYUMBIX (KPUTHYHBIX) oreparuii (B T.4. ((UHAHCOBBIX);

e T0TepH (XMILEHUS) HOCUTENEH KITI0UeH 3JIEKTPOHHOMN MOJMKUCH, C UCTIOJIH30BAHUEM
KOTOPBIX, OCYIIECTBISIOTCS KpUTHUHBIE ((PHMHAHCOBEIE) ONEpALNY;

® BO3JEHCTBUS BPEIOHOCHOIO KOJIa HA YCTPONCTBA, C KOTOPHIX COBEPILIAIOTCS KPUTHUHBIE
(¢unancoBrIe) onepanuy;

® COBEpILEHUS B OTHOIIEHNN Bac MHBIX MPOTUBONPaBHBIX AEUCTBUM, CBS3aHHBIX C
MH(POPMALIMOHHOM 0€30MacHOCTHIO.

Pexomenayercsi cobmogath psii NpoGMIAKTUYECKUX MEPOIPHATHH, HAIlpaBICHHBIX Ha
MOBBIIIEHUE  YPOBHA HMH(OPMAIIMOHHOW  0E30MacHOCTH TPU  HCIHOJIB30BAHUU  OOBEKTOB
nHpopMaTH3alnH (COBOKYITHOCTH OOBEKTOB, PECYPCOB, CPEJICTB U CUCTEM 00padOTKH HH(OPMAITHIH,
B T.4. aBTOMAaTU3UPOBAHHBIX CHUCTEM, HCIIOJIb3YEMBIX Uil oOecTiedyeHnss HHPOpMaTH3auu Ou3Hec-
npoueccos (I'OCT P 57580.1-2017) Opranuzanumn.

Buumarensao HU3YUUTE OOroBOP, MPUIOKCHUA K JOrOBOPY U MHBIC JOKYMCHTBI, CBSA3aHHLIC C
HCIIOJIHEHHUEM JIOTOBOpa, O3HAKOMBTECh C pasjiejaMH, I[OCBSIICHHBIMA HH()OPMAIMOHHON
0e30MacHOCTH/KOH(PUICHIIUATHHOCTH.

1) Ilpu ocymiecTBIeHHH KPUTHUYHBIX ((UHAHCOBBIX) ONEpalMii clenyeT NPUHUMATh BO
BHUMaHHE PHUCK TOJIYYEHUS TPETbUMHU JIMIIAMU HECAaHKUMOHHPOBAHHOIO JoCTyna K
3amunaeMon HHPOPMaIUU C ENbI0 OCYIIECTBIICHUST (DMHAHCOBBIX OMEpAIUil JIMIIaMHU, HE
o0JalafoIMMH TIPAaBOM HX OCYIIECTBIICHHS, TaKW€ PHCKH MOTYT OBITH OOYCIIOBIICHBI
BKJIIOYAsi, HO HE OTPAHUYUBASCH CIETYIOIIUMHU TPUMEpPAMHU:

a. Kpa>Ka napoJjs u I/II[CHTI/I(l)I/IKaTOpa A0CTYyIIa UJIN UHBIX KOH(bHI[GHHI/IaJII)HI)IX JaHHBbIX,
Hanpumep, CVV\CVC HoMmepa KapThl, KITFOUYEH 3JIEKTPOHHOMN Mo mucH/mmdpoBaHus
MOCPEJICTBOM TEXHUYCCKUX CPEJICTB W/WIM BPEIOHOCHOTO KOJQ; W HCIIOIh30BAHUE
3JIOYMBIIJICHHUKaAMHU YKa3aHHBIX JaHHBIX C APyrux YCTPOﬁCTB JJIS
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA,



b. VYcranoBka Ha  YCTPOMCTBO  BPEIOHOCHOTO  KOAQ, KOTOPBIA  IO3BOJIUT
3JI0YMBIIIJIEHHUKAM OCYIIECTBUTh KPUTHUHBIE oniepaluu oT Baiero umeny;

c. HMcnonb3oBaHUs 370yMBIILUIEHHUKOM YTEPSIHHOTO WM YKpaJaeHHoro tenedona (SIM
kapTsel) A1 nosydeHuss CMC koa0oB, KOTOpble MOTYT IpUMEHATbea Opranusanueil B
KauecTBE JOMOJHMUTEIbHOW 3alUThl JUIsl HECAaHKIMOHMPOBAHHBIX (PMHAHCOBBIX
OTepalnui, YTO TO3BOJIIUT UM OOOMTH 3aIIUTY;

d. Kpaxka wunm HECaHKIMOHHPOBAaHHBIA JOCTYNl K YCTPOHCTBY, C KOTOporo Bbl
MOJIb3yeTech yciyramu/cepsucamu OpraHuzaliy JUiss TOJYYeHHs ITaHHBIX H/HITU
HECaHKLMOHUPOBAHHOTO JJOCTyNa K cepBrcaM OpraHu3aluy ¢ 3TOro yCTpOHCTBa;

e. Ilomyuenue nmapoiis u uneHTUGUKAaTOpa qocTyna /i koja u3 CMC u/uimm Ko0BOTO
CJIOBA M MIPOYMX KOH(UACHIMAIBHBIX TaHHBIX, B T.4. TACTIOPTHHIX JAaHHBIX, HOMEPOB
CYeTOB H T.J. IyTeM oOOMaHa W/WIKM 3JI0yHoTpeOJIeHUusT JOBEepHUeM, Koria
3JI0YMBIIIJIEHHUK TPEACTaBIsAETCS COTPYyAHUKOM OpraHus3alui WIH TEXHUYECKUM
CHEIMAIMCTOM WIHM UCHOJb3YyET MHYIO JIET€HJY M MpocuT Bac cooOmuTth emy 3TH
CEKpETHbIE JaHHbIC; WM HAIpPAaBIIAET MOAJEIbHBIE COOOIIEHUS MO 3JIEKTPOHHOU
MOYTE WX MUCHMO O OOBIYHOM MOUTE ¢ MPOCHOON MPEeAOCTaBUTH HHGOPMALIUIO UITH
COBEPUINTDH JEHCTBUE, KOTOPOE MOXKET MPUBECTH K KOMIIPOMETAIIMH YCTPOMCTBA;

f. TlepexBaTa »SJIEKTPOHHBIX COOONICHWA W TIONYYEHUS HECAHKIMOHUPOBAHHOTO
JOCTyTa K BBIMCKAaM, OT4eTaM M Mpodel ¢uHaHcoBOW mH(popMmarmu, ecnu Bama
AJIEKTPOHHAS TI0YTA UCTIONB3YETCs s MHPOpMamoHHOro ooMeHa ¢ Opranuzanueit
WIM, B cllydae TMOJIY4YeHHUs J0CTyna K Balled 3JIEKTPOHHOW IOoYTe, OTIpaBKa
cooOIIeHu# oT Baiero MeHu B Opranuzaiurio.

2) Jlns cHKeHUs pucka (MHAHCOBBIX MOTEPH:

a. OOecrneubTe 3alUTYy YCTPOWCTBA, C KOTOPOTrO BBl MOJB3YETECH YyCIyraMu
Opranm3zanuy, K TakUM MepaM BKIIOYas, HO HE OTPaHMYMBAsICh MOTYT OBITH
OTHECEHBI:

e lcrionb30BaHNE TOJIBKO JIMIIEH3MOHHOTO IIPOIPaMMHOT0 0OecnedeHus,
MOJTyYEHHOTO U3 IOBEPEHHBIX UCTOYHUKOB;

e 3anpeT Ha yCTaHOBKY ITPOrPaMM U3 HEIIPOBEPEHHBIX HCTOYHHUKOB

e Hanuuue cpeacrBa 3amuThl, TAaKMX Kak: AHTUBUPYC (C pEryjsipHO H
CBOEBPEMEHHO OOHOBIIIEMBIMU 0a3aMH), IEPCOHATILHBIA MEXKCETEBON IKPaH;

e HacTpoilka mpaB J[ocTynma K YCTPOMCTBY C LEIbIO MPEIOTBPALLICHUS
HECaHKLMOHUPOBAHHOIO JIOCTYTIA;

e XpaHeHUE, UCIOIb30BAHUE YCTPOMCTBA C IEIBI0 M30€XKATh PUCKOB KpaXu
W/WIN yTepH;

e CBOEBpEeMEHHbIE OOHOBJIEHMS ONEPALIMOHHONW CHUCTEMBI, OCOOEHHO B YacTH
oOHOBNeHH Oe3omacHOCTH. MMelTe B BUAY, YTO OOHOBJICHUS CHIDKAIOT
PUCKH  3apa)K€HUS BPEJOHOCHBIM KOAOM. 3JIOYMBIIUIEHHUKH 4acTo
HCIOJIb3YIOT CTapble YA3BUMOCTH;

o AKTHUBAIMS MAPOJILHONM WIIM MHOM 3aIIUTHI JJIS TOCTYTa K yCTPOHCTBY.

b. Ob6ecneubTe KOHPUAECHINATBHOCTB!

e XpaHuTe B TaifHe ayTeHTH(HUKAIMOHHBIE/UICHTU()UKAMOHHBIC JaHHBIE U
KITIIOYEBYI0 MH(popManmoo, mnonydeHHsle ot Opranumzamun: naponu, CMC
KOJ/IbI, KOJIOBBIE CIIOBA, KIIIOYHM DJIEKTPOHHON moAmucu/mmdpoBanus, a B
cllydyae KOMIIPOMETAIlMH HEMEUIEHHO NMPUMHTE MEpHl Ui CMEHBI H/HIU
OJIOKMPOBKH;

e CobmroaliTe TMPUHIMIT PAa3yMHOTO PACKPBITUS HHPOPMAUU O HOMEpax
CUETOB, O BaIlIMX MACIOPTHBIX JaHHBIX, O HOMEPaX KPEAUTHBIX U J1€0ETOBBIX
kapt, 0 CVC\CVV kogax, B cioy4yae €ciii y Bac 3allpalllBarOT yKa3aHHYIO
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nH(popMalnoo, B MpuBsA3Ke K cepBucaM OpraHuszalvy 10 BO3MOKHOCTH
OLICHUTE CHUTYallUI0 M YTOYHUTE TIOJHOMOYMS U IIPOLEIypYy Hepes
HE3aBUCHMBII KaHaJ, Hanpumep, uyepe3 Tenedor OpraHu3aimy.

c. IlposBnsaiiTe OCTOPOKHOCTD U IPETYCMOTPUTEIBHOCTD:

ByabpTe OCTOpPOXKHBI NMpPU NMOJYUYEHUU DJIEKTPOHHBIX MHCEM CO CChUIKAMHM U
BJIO)KEHUSIMH, OHM MOTYT MpPHMBECTH K 3apaK€HUIO BAIIEro YCTPOWCTBa
BPEIOHOCHBIM KOZOM. BpeoHOCHBIN KOA, ITONIaB K BaM 4epe3 dJIEKTPOHHYIO
[IOYTY WJIM MHTEPHET CCHUIKY Ha CalT, MOXET IMOJIyYUTh JOCTYI K JIIOOBIM
JaHHBIM U UHPOPMAIIMOHHBIM CHCTEMaM Ha BallleM yCTPOWUCTBE;
BaumarensHO mpoBepsAlTe aapecara, OT KOTOPOrO IPHILIO 3JIEKTPOHHOE
nuceMo. Bxodiee 3JeKTpOHHOE MUChMO MOXKET OBITh OT 3J10yMBILIUIEHHUKA,
KOTOpBIM MackupyeTtcs 1o Opraiu3ainio Uil UHBIX JOBEPEHHBIX JIULL;
Byznbre OCTOpPOXHBI MPH MPOCMOTpe/paboTe ¢ MHTEPHET CalTaMH, TaK Kak
BPEIOHOCHBIH KOJT MOXKET OBITh 3arpy’KeH ¢ cailTa;

ByabsTe ocTopoxHbI ¢ (haiiaMu U3 HOBBIX WM HEPIIOBEPEHHBIX HCTOUHUKOB
(B T.4. apXUBHI C TTAPOJIEM, 3aITUPPOBAHHBIE (aiisIbl/apXUBBI, T.K. TAKOTO poJia
¢aitnel HE MOTYT OBITH IPOBEpeHBI aHTUBUPYCHBIM 1O B aBTOMaTH4eCcKOM
pexXHUME);

He 3axoauTe B cuCTEMBI YJJaI€HHOTO JIOCTYIIA C YCTPOICTB, KOTOPBIE BbI HE
KoHTposiupyeTe. Ha Takux ycTpoicTBaXx MOXET OBITb BPEIOHOCHBIA KO,
coOMparomuii MapoyiMi U HJACHTUPHUKATOPHI JOCTyINa WM CHOCOOHBIM
MIOJIMEHUTH OIIEPALHIO;

Crnenute 3a nHpoOpManueit Ha caiite OpraHu3ayy O MOCIEIHUX KPUTHUHBIX
YSI3BUMOCTSIX U O BPEZJOHOCHOM KO/JIE;

OcymecTiustiite 3BOHOK B OpraHu3amuio TOJIBKO 1O HOMepy TenedoHa,
yKa3aHHOMY B JIOTOBOpe WM Ha oduuumansHoM caite Opranmsamuu. U
UMENTE B BUNY, 4TO OT Jinia OpraHu3anuy He MOTYT IOCTYIaTh 3BOHKH WM
coo011eHus, B KOTOPBIX OT Bac TpeOytoT nepenate CMC-kof, napoiib, HoMep
KapThl, KOJOBOE cJI0BO U T.J. KOZOBOE C110BO MOXKET OBITH 3aIIPOLIEHO TOJIBKO,
€CJIM Bbl CaMU MT03BOHWIIN B OpraHu3aiuio;

NwmeliTe B By, 9TO €CIIM BBI TiepeaeTe Baml TeledOH W/UIH YCTPOHCTBO
JPYTUM T0JIb30BaTENsIM, OHU MOT'Y YCTAHOBUTBH HA HErO BPEJOHOCHBIN KO/, a
B Cllydyae KpaXXu WIM YTEPU 3JI0yMBIIUIEHHUKH MOTYT BOCIOJIB30BAaThCA UM
JUIsl Joctyrna K cucreMaMm OpraHusaiuy, KOTOPBIMH TOJIb30BaIHCh Bol. B
CBSI3M C 3TUM IIpU yTepe, Kpaxe Tenedona (SIM kapThl), HCIIOJIB3YyEMOTO AJIs
nonyyeHuss CMC koloB WM JocTynma K CHCTEMaM OpraHu3alud ¢
MoOunpHOrOo TNpHWIOKEHHs: 1) He3aMeAIUTENbHO NPOUH(POPMHUPOBATH
Opranuzanuio depe3 KOHTaKTHBIM TenedoH, 2) 1emecoodpa3Ho 1o
BO3MOXXHOCTH OINEPATHBHO C YYETOM IIPOYMX PHUCKOB U OCOOEHHOCTEU
WCTIOJB30BaHUS Bamiero TenedoHa 3a0JI0KHPOBAaTH W MEPEBHITYCTHTH SIM
KapTy, a TaK)K€ CMEHUTh NapoJib B MOOUILHOM MPHIIOKEHUH;

[Tpu nogo3peHnn Ha HECAaHKIIMOHUPOBAHHBIN JOCTYIT H/HIH KOMIIPOMETAITUIO
yCTPOHCTBA HEOOXOAMMO CMEHUTh Tapojb, BOCIOJB30BABIINCH JIPYTUM
JIOBEPEHHBIM YCTPOWCTBOM W/WIIM 3a0JIOKUPOBATH JOCTYI, OOPAaTHUBIINCH B
Opranu3zanuio, B OTHOUIEHUH KIIOYEBOM MHPOPMAIIK, €CIIH ATO YMECTHO JJIs
Ballled YCIyT'M — OTO3BaTb CKOMIIPOMETHUPOBAHHBIA KIIOU DJIEKTPOHHOU
MONUCH/IIN(PPOBaHNSA, B COOTBETCTBUH C MPaBHJIAMH, OTPAKEHHBIMH B
JIOTOBOpE, MPWJIOKEHUAX K JIOTOBOPY U HMHBIX JIOKYMEHTax, CBS3aHHBIX C
HCIIOJIHEHUEM JI0TOBOPA;

[TomHUTE, YTO HATMYHE «ITAJOHHOW» PE3EPBHON KOIMMH MOXKET OOJETYUThH U
YCKOPUTBH BOCCTAHOBJIEHHUE BalIETr0 YCTPONCTBA;
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e Jlyuymie Bcero HCHOIb30BaTh U1 (PUHAHCOBBIX ONEPALUNA  OTAEIBHOE,
MAaKCUMAaJIbHO 3aIlMIIEHHOE YCTPOUCTBO, JOCTYII K KOTOPOMY €CTh TOJIBKO Y
BaC;

e KoHTpomnupyiite cBo# TenedoH, ucrnoib3yemblit s nonyderanss CMC KoaoB.
B cnyuae Brixoma u3 ctposi SIM kapThl, HE3aMeAIUTENHHO oOpariaiTech K
COTOBOMY OIEPATOPY VISl YTOUHEHUS IPUYHUH U BOCCTAHOBJICHUS CBSI3U.

d. Tlpu pabote ¢ KIrOYaMH JIEKTPOHHOU MOAMUCH HEOOXOUMO:

e Vcrionb30BaTh Il XpaHEHUs KIIOUEH SJIEKTPOHHOW MOANNCH BHEIIHHE
HOCHUTEIM, HACTOATEIbHO PEKOMEHAYETCS HCIIOJIb30BaTh CIELHAIbHbIE
3alUIIEHHbIE HOCUTENM KIoYeBOW HH(opMaruu (KII0YeBbIe HOCHTENH),
Hampumep: e-token, cmMapT-kapTa u T.IL.;

e KpaiiHe BHUMaTEIbHO OTHOCUTHCS K KIIFOUEBOMY HOCUTEIIO, HE OCTABIIATh €I0
0e3 mpucMOTpa U HE TepelaBaTh TPETHUM JIMIIAM, W3BIEKAaTh HOCHUTEIN W3
KOMIIBIOTEPA, €CIIM OHU (KITFOUEBbIe HOCUTENH) HE UCTIONB3YIOTCS Uit pabOoTHI;

e Vlcronb30BaTh CIOKHBIE NAPOJIM AJIs BXO/A Ha yCTPOMCTBO U /ISl JOCTyNa K
KITIOYaM DJIEKTPOHHOH MOAMUCH/KITIOUEBBIM HOCUTENSIM, HE XPaHUTh MapoIn
OTKPBITOM BHUJIE HAa KOMITBIOTEPE/MOOMIIEHOM yCTPONCTBE.

e. Ilpu pabote Ha KOMIBIOTEPE HEOOXOAUMO:

e Vcnonp30BaTh JUIIEH3MOHHOE IPOrpaMMHOE oOecrieueHue (onepanroHHbIe
CUCTEMBI, O(DUCHBIE MAKETHI U T.1.);

e CBOEBpEMEHHO YCTaHaBIMBAaTh AaKTyajbHble OOHOBJIEHHS O€30MaCHOCTH
(omepanMOHHBIE CUCTEMBI, O(PUCHBIE MTAKETHI U T.11.);

¢ licnionb30BaTh aHTUBUPYCHOE MPOTPaMMHOE OOEeCTeueHHne, peryJIsIpHO
OOHOBIISITH AaHTUBUPYCHBIE 0a3bl;

e lcrionp30BaTh CieNMAIM3UPOBAHHBIE IPOTPAMMBI JUTSI 3aIIUTHl HHPOPMAaLIUU
(mepcoHanpHBIE  MEKCETEBbIE  BKpaHbl W CPEICTBAa  3alllUThl  OT
HECAaHKLMOHUPOBAHHOTO JIOCTyNa), CPEACTBA KOHTPOJS KOHQUIYypaluu
YCTPONCTB;

e Vcronb30BaTh CIOXKHBIE TAPOIIH;

e OrpaHu4uTh JOCTYH K KOMIIBIOTEPY, UCKIIOUYUTH (OTPaHUYNTh) BO3MOKHOCTD
JUCTAHIIMOHHOTO MOJAKIIIOUEHUS K KOMIIBIOTEPY TPETHUM JIMIIAM.

f. Tlpu pabote ¢ MOOMIHHBIM MPUTIOKEHUEM HEOOXOUMO:

e He ocraBnsate cBoe MoOOWIBHOE YCTPOHCTBO 0€3 MpUCMOTpa, YTOOBI
UCKJITIOYUTh  HECAHKIMOHUPOBAHHOE  HCIOJb30BaHHE  MOOHMIBHOTO
TIPUIIOKEHUS;

e lcrionb30BaTh TONBKO OpUITHaTEHBIEe MOOUIIBHBIE IPHIIOKEHHS,

e He mepexoauTh MO CChUIKAM M HE YCTaHABIUBATh MPHUIIOKEHHU/OOHOBICHUS
6e3onacHoctH, npumenmue B SMS-coobmenun, Push-yBegomienun wim mo
AJIEKTPOHHOH TI0YTE, B TOM YHCIe OT uMeHU OpraHu3aiim;

e YcraHoBUTHh Ha MOOMIIBHOM YCTPOICTBE Mapoib AJs JOCTYIA K YCTPOHCTBY
Y TIPUIIOXKEHUIO.

g. Ilpu oOmene nndopmanueii yepes cetb UHTEpHET HEOOXOIUMO:
e He OTKPBIBATh IMUCbMA U BJIOXCHUA K HUM, MOJYUCHHBIC OT HCU3BCCTHBIX
OTHpaBI/ITeHef/'I 110 BJIGKTpOHHOfI mo4Te, HC NMEPEXOANUTH IO COACPIKAIIHUMCA B
TaKuX MMUCbMaxX CChbLIIKaM,
e He BBOAMTH MEpCOHAIBHYI0O MHPOPMALMIO HA TOJO3PUTEIBHBIX CalTax U
JIpYTUX HEU3BECTHBIX BAM peCypcax;
° OFpaHI/ILII/ITI) IIOCCIICHUA CaliTOB COMHUTEIHHOTO COJACPpIKaHUA,
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e He coxpaHsATh Mapoiu B MaMATH MHTEPHET-Opays3epa, €Ciid K KOMITBIOTEPY
€CThb JOCTYII TPEThUX JIUILI;

e He naxxnmath Ha 6aHHepI>I " BCIUIBIBAIOIIME OKHA, BOSHUKAIONIUEC BO BPECMs
paboThl ¢ ceTbto MHTEpHET;

e He oTkpeiBaTh (ailibl TONydeHHBIE (CKAa4aHHBIC) W3 HEWU3BECTHBIX
HCTOYHHUKOB.

[lpr mom03peHNr B KOMIIPOMETALMHU KITIOUEH SJIEKTPOHHON MOANUCH/IIN(POBAHUS HITH
HECAHKIIMOHMPOBAHHOM JBM)KEHUH IIEHHBIX OyMmar, JIEHEKHBIX CPEJICTB WJIM MHBIX (PMHAHCOBBIX
aKTUBOB HEOOXOMMO HE3aMeUTUTEIHHO oOpamarscs B Opranu3amuio.



